RA ID: CR0824


Change Request
for the update of an External Code Set used in ISO 20022
A. Origin of the request:
A.1 Submitter: The Clearing House, LLC. 
A.2 Contact person: Michael (Mike) Thomas; +1 - 212-612-9205; Michael.thomas@theclearinghouse.org  
 A.3 Sponsors: RTP Participant Community and Vocalink   
B. Related External Code Set:
The code set is the ExternalStatusReason1Code set. Please note that a subset of these is being requested for the InstructionsForCreditorAgent1Code set as well under a separate CR. 
C. Description of the change request:
Request to add the following new codes to the TransactionIndividualStatus3Code:

	Code
	Name
	Definition

	TK01
	TokenInvalid
	Token is invalid.

	TK02
	SenderTokenNotFound
	Token used for the sender does not exist. 

	TK03
	ReceiverTokenNotFound
	Token used for the receiver does not exist. 

	TK04

	TokenExpired
	Token expired. 

	TK05
	TokenCounterpartyMismatch
	Token found with counterparty mismatch. 

	TK06
	TokenValueLimitExceeded
	Token found with value limit rule violation. 

	TK07
	TokenSingleUse
	Single Use Token already used. 

	TK08
	TokenSuspended
	Token found with suspended status.

	TK09
	TokenMissing
	Token required for request is missing. 

	SL03
	ServiceofClearingSystem
	Due to a specific service offered by the clearing system


D. Purpose of the change:

The existing Status Reason code set does not include a set of codes used when tokens or proxy identifiers result in processing issues that require the clearing system or an agent in a payments system to reject a transaction. These codes will be used by TCH in relation to its token service, which is a service offered directly from the clearing system itself. 
The SL03 code is recommended for services offered by the clearing system itself, as opposed to services offered by the sending or receiving institutions. Please see section F below for details. 
E. Urgency of the request:

The Clearing House recommends this request be published in the next iteration of the external code set spreadsheet.  

F. Business examples:
TK01
Sending institution submits a credit transfer message (pacs.008) to the clearing system using the new proxy fields or other means to identify an account using a token. The token (either for the sender or the receiver) exists in the token vault, but with an invalid status. The clearing system rejects the transaction using a message status report (pacs.002) with RJCT status and TK01 status reason code. 

TK02
Sending institution submits a credit transfer message (pacs.008) to the clearing system using the new proxy fields or other means to identify the sender or sender’s account using a token. The clearing system submits a request to the token vault to replace the token with true account credentials. The sender’s token does not exist in the token vault. The clearing system rejects the transaction using a message status report (pacs.002) with RJCT status and TK02 status reason code.
TK03
Sending institution submits a credit transfer message (pacs.008) to the clearing system using the new proxy fields or other means to identify the receiver or receiver’s account using a token. The clearing system submits a request to the token vault to replace the token with true account credentials. The receiver’s token does not exist in the token vault. The clearing system rejects the transaction using a message status report (pacs.002) with RJCT status and TK03 status reason code.

TK04
Sending institution submits a credit transfer message (pacs.008) to the clearing system using the new proxy fields or other means to identify an account using a token. The token (either for the sender or the receiver) exists in the token vault, but with a domain control rule that restricts the dates for which the token is valid. The transaction is occurring outside of the specified dates. The clearing system rejects the transaction using a message status report (pacs.002) with RJCT status and TK04 status reason code. 

TK05
Sending institution submits a credit transfer message (pacs.008) to the clearing system using the new proxy fields or other means to identify an account using a token. The clearing system submits a request to the token vault to replace the token with true account credentials. The receiver’s token exists in the token vault, but contains a domain control rule that restricts which sending parties are permitted to transact with the receiver’s token (the control could also exist on the sender’s token restricting which receivers are permitted to receive funds from the sender token). This rule is violated by the sender/receiver pairing, and therefore the clearing system rejects the transaction using a message status report (pacs.002) with RJCT status and TK05 status reason code.
TK06

Sending institution submits a credit transfer message (pacs.008) to the clearing system using the new proxy fields or other means to identify an account using a token. The clearing system submits a request to the token vault to replace the token with true account credentials. One of the tokens contains a domain control rule that restricts the amount/value that can be sent/received in an individual credit transfer involving this token. The clearing system rejects the transaction using a message status report (pacs.002) with RJCT status and TK06 status reason code.

TK07
Sending institution submits a credit transfer message (pacs.008) to the clearing system using the new proxy fields or other means to identify an account using a token. The clearing system submits a request to the token vault to replace the token(s) with true account credentials. The token exists, but contains a domain control rule that marks it as a single use token. This transaction is not the first use of the controlled token, and therefore, the clearing system rejects the transaction using a message status report (pacs.002) with RJCT status and TK07 status reason code.
TK08
Sending institution submits a credit transfer message (pacs.008) to the clearing system using the new proxy fields or other means to identify an account using a token. The token (either for the sender or the receiver) exists in the token vault, but with a domain control rule that has a suspended status. The clearing system rejects the transaction using a message status report (pacs.002) with RJCT status and TK08 status reason code. 
TK09

Sending institution submits a credit transfer message (pacs.008) to the clearing system for which token information is required for processing. The token (either for the sender or the receiver) is not included in the request message. The clearing system rejects the transaction using a message status report (pacs.002) with RJCT status and TK09 status reason code. 
SL03
Sending institution submits a credit transfer message (pacs.008) to the clearing system using the new proxy fields or other means to identify an account using a token. The clearing system submits a request to the token vault to replace the token with true account credentials. The token vault does not provide a response to the clearing system within the required service level agreement. The clearing system rejects the transaction using a message status report (pacs.002) with RJCT status and SL03 status reason code.

G. SEG recommendation:
	Accept
	x
	Timing

	
	- Next possible quarterly release

	x

	
	- Other timing:
	


Comments:

09 Sep 2019: Suggested code changes to be aligned with the maintenance 2019/2020.
	Code
	New Code
	Name
	Definition

	TK04              
	TKXP             
	TokenExpired
	Token expired. 

	TK05
	TKCM
	TokenCounterpartyMismatch
	Token found with counterparty mismatch. 

	TK06
	TKVE
	TokenValueLimitExceeded
	Token found with value limit rule violation. 

	TK07
	TKSG
	TokenSingleUse
	Single Use Token already used. 

	TK08
	TKSP
	TokenSuspended
	Token found with suspended status.

	RECI
	RECI
	ReceiverCustomerInformation
	Further information regarding the intended recipient. 


	Reject
	


Reason for rejection:
CR0824_TCH_ExtStatusReasonCode_v3   Produced by TCH on 15 August 2019 
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